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1	Decision/action requested
Discussion for UE-to-Network Relay Multi-Path Security Consideration.
2	References
[1]	RP-221262, R18 RAN WID for NR sidelink relay enhancements
[2]	R2-2208704, Report from session on positioning and sidelink relay, 3GPP TSG-RAN WG2 Meeting #119-e
[3]	3GPP RAN2 R17 TR 38836, Study on NR sidelink relay
[4]	3GPP SA3 R17 TS 33501 

3	Rationale
[bookmark: _Hlk117610463]RAN2 has been discussing L2 multi-path in R18 ProSe work using UE-to-Network relay Rel-17 solution as the baseline for scenario 1). 
· [bookmark: _Hlk117610188]For scenario 1, L2 MP relay has RAN impact and it’s different from L3 MP relay as it has no RAN impact. Thus, the L2/L3 MP relay and their possible security impacts should be discussed separately.
· For scenario 1, RAN2 reuse DC (Dual connectivity) rules for MP, which is, the indirect path and the direct path establish separately. So even UE-to-Network relay in scenario 1 reuses the Rel-17 solution as the baseline, R18 MP solutions about how to setup the indirect path are currently under study in RAN2.
· [bookmark: _Hlk117610367]Since the indirect path and the direct path establish separately, it is possible sometimes direct path is set up first for Case A and indirect path is set up fist for Case B. For Case B before direct path PDCP security is set up, the indirect path cannot rely on the E2E security, so there could be potential security risk for PC5 between Remote UE and Relay, and Uu between Relay UE and gNB. It’s FFS for the feasibility of indirect path security protection.
3.1 R18 RAN scope of multi-path relay
R18 RAN WID for NR sidelink relay enhancements described objectives and 2 scenarios of L2 multi-path relay [1], which are different from L3 multi-path relay in term of RAN impact. UE-to-Network relay in scenario 1 reuses the Rel-17 solution as the baseline.
Study the benefit and potential solutions for multi-path support to enhance reliability and throughput (e.g., by switching among or utilizing the multiple paths simultaneously) in the following scenarios [RAN2, RAN3]:
A. A UE is connected to the same gNB using one direct path and one indirect path via 1) Layer-2 UE-to-Network relay, or 2) via another UE (where the UE-UE inter-connection is assumed to be ideal), where the solutions for 1) are to be reused for 2) without precluding the possibility of excluding a part of the solutions which is unnecessary for the operation for 2).
Note 3A: Study on the benefit and potential solutions are to be completed in RAN#98 which will decide whether/how to start the normative work.
Note 3B: UE-to-Network relay in scenario 1 reuses the Rel-17 solution as the baseline. 
Note 3C: Support of Layer-3 UE-to-Network relay in multi-path scenario is assumed to have no RAN impact and the work and solutions are subject to SA2 to progress.
3.2 R18 Agreements of RAN 2 multi-path relay work for scenario 1[2]
However, for applying DC rules for MP, which is, the indirect path via Relay is setup after direct path between UE and gNB, so even UE-to-Network relay in scenario 1 reuses the Rel-17 solution as the baseline, R18 MP solutions about how to setup the indirect path are currently under study in RAN2. Security consideration is needed for R18 MP RAN2 solutions.

Agreements:
[bookmark: _Hlk114761425]Support direct bearer (bearer mapped to direct path on Uu), indirect bearer (bearer mapped to indirect path via relay UE), and MP split bearer (bearer mapped to both paths, based on the existing split bearer framework).
For a MP split bearer in scenario 1, one PDCP entity at the remote UE is configured with one direct Uu RLC channel and one indirect PC5 RLC channel.
-	For upstream, a PDCP entity delivers to a Uu RLC entity and a PC5 RLC entity with SRAP entity in the remote UE side.
-	For downstream, a PDCP entity receives from a Uu RLC entity and a PC5 RLC entity with SRAP entity in the remote UE side.

Agreements:
Proposal 1: It is proposed to agree confirm the remote UE in Scenario 1 and the remote UE in Scenario 2 as follows:
-	Scenario 1: the remote UE is connected to the same gNB using one direct path and one indirect path via 1) Layer-2 UE-to-Network relay, 
……
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[bookmark: _Hlk117610570]Figure 3.2-1: Scenario 1 L2 MP protocol stacks for reference
3.3 Security Analysis and Considerations
[bookmark: _Hlk118381525]For scenario 1, the PDCP is located at remote UE and gNB and it is applicable to both data delivered via direct and indirect path. If there is no E2E security protection between remote UE and gNB, there could be potential security risk for MP path between remote UE and gNB. 

Since the indirect path and the direct path establish separately, it is possible sometimes direct path is set up first for Case A and indirect path is set up fist for Case B. For Case B before E2E PDCP security is set up, there could be potential security risk for PC5 between Remote UE and Relay, and Uu between Relay UE and gNB. 

However, since PC5 security protection, Uu security protection and E2E PDCP protection can reuse the existing mechanism, so it’s FFS for the need of new security solution for L2 MP.
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